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Why bother?

Your identity is valuable
ldentity fraud is rife!

Access to your computer accounts can cause
havoc for you and others

Theft of your money
Personal harassment
| 0ss of data

L0ss of reputation
Copyright breaches



Common data-leaks
Bin raiding
Impersonating deceased
Insecure or Trojan websites
Mail forwarding
Phishing
Skimming
Theft of Wallet/Purse
Unsolicited contact - scams




Email Security

Be careful of spam

— Use a filter

Vacation message should not say you are on
holiday

Don’t let others use your account

Never open attachments you were not
expecting

Consider using digital encryption and signatures



Viruses and Trojans

Viruses spread from PC to PC or via USB sticks
— Can damage data
— Can steal data
— Can steal bandwidth
Trojans may appear to be helpful
— “Install this adware blocker for free...”
— might be logging your keystrokes
— DON’T install or run unknown things. Get advice!
Beware “Scareware”
— The call from “Microsoft” or the scary popup

DO keep browsers up to date!
— Most updates are security-related

DO use anti-virus. KEEP IT UP TO DATE!

— Sophos is free to University members

— MS Security Essentials can be used on personal machines
(but not work ones!)

— Don’t forget your mobile device — Sophos now for Android too



Phishing
Often tries to get online banking details or other
logins such as your Oxford SSO
May use a false link to entice you in to fake site

NEVER follow links in email to online banking or
password changing

ALWAYS type the URL yourself or use a bookmark
that YOU created

Some mail programs and web browsers will spot
phishing emails and sites

Beware of giving any information extra to normal on
a bank’s site

http://cups.cs.cmu.edu/antiphishing phil/



http://cups.cs.cmu.edu/antiphishing_phil/

Jl Thunderbird thinks this message might be an email scam. Mot a Scam

= Subject: MNational Westminster Bank Direct and Digital Banking Email Confirmation
From: MNatWest Bank OnLine Banking'08 = customerssupport_reference 984qqg@nwolb.com=
Date: 28/01/2008 18:47
To: tony.brett@dslpipexcom

Redirect to:  its3@oucs.onac.uk help@oucs.oxac.uk  registration @oucs.oxac.uk

NatWest

Dear Natwest Direct and Digital Banking user!

Our Maintenance Subdivision is performing a planned Online Banking software update
By following the link below please start the procedure of the user details confirmation:

http:/iwwwb natwest. com/default. aspx ?refid=24nhrtOfsdnnDleyOjzidmOkhb

These directives are to be e-mailed and followed by all users of the Nat\West Bank Direct Banking
NatWest Bank does apologize for the problems caused to you, and is very grateful for your collaboration.
If you are not user of Natwest Bank Digital Banking please disregard this nofification!

=== This Is robot generated message, please do not reply ===

(C) 2008 National Westminster Bank Plc. All Rights Reserved.

http://www1.natwest.com.pas83.com/default.aspx?host=24nhrtOfsdnnDleyOjzjdmOkhb
But this is NOT Natwest!



More Phishing

* Phishers: why go for complex attacks when
you can just ask for the password!




To All Department/Faculty,
<_Dear Webmail Subscribers> €= They don’t know who you are!

We hereby announce to you that your email account has exceeded its storage
limit, You will be unable to send and receive mailsjand your email account will
be deleted from our server. To avoid this gfQblem, you are advised to verify
your email account by Filling this Manual Infortxation. This Message is From
Help-desk. Due to our latest IP Security upgrades have reason to believe
that your webmail account was accessed by a third party Protecting the
security of your webmail account is our primary concern, ave limited
access to sensitive webmail account features.

Failure to re-validate, your e-mail will be blocked in 24 hours.

Threats —3
timesl!

To avoid this problem,

You are advised to verify your email account for upgrading Now/by clicking on
the link

https://docs.google.com/a/hcc.edu/spreadsheet/viewform?formkey=dEZRSk
10QzhPNGY9LUEZxb1c4UnFEZFEEMQ

{Failure to do this will have your account deactivated to avoid unauthorized ]
usage.

System Help Desk/Webmail Administrator


https://docs.google.com/a/hcc.edu/spreadsheet/viewform?formkey=dEZRSk1OQzhPNG9LUEZxb1c4UnFEZFE6MQ

Don’t EVER fill in something like this

MAIL VIOLATION CLEANUP SYSTEM PORTAL

* |f you do, please
change your
password quickly but
also let IT Staff or IT
Services helpdesk
know without delay

* Also email
phishing@it.ox.ac.uk




You’ve won the lottery!

* No you haven't...
— You can’t win it if you're not in it
— In Russia they say:

— “You get free cheese only in a rat trap”




We've identified you as only next
of kin for...

Also a fraud!
Sometimes called the Nigerian or 419 Scam

Sender tells you there is lots of money waiting for
you

But you have to send money by Western Union or
similar first to cover “expenses”

If you do it, problems start arising
— Customs fees
— Officials need bribing

You never see any money!



The lesson...

* |f it seems too good to be true...

IT ALMO

(C/O
(C'?)
II'I1

ST CERTAINLY IS!



A note on paying for things

Always use a web seller with a phone number
and real address

Always pay by something secure e.g. paypal or
credit card (less cover on debit card)

Never pay by money transfer e.g. Western Union

Be extremely suspicious if a trader asks you to
pay by bank transfer (BACS)

Only use BACS if you already have the goods
and/or service.



Password advice

6-8 Characters or more

Not based on a word

Mixture of classes (=, A b ; + etc.)

Do not give to ANYONE else

Don’t stick a post-it of it under your keyboard
Only write in a secure and unidentifiable form
Use different passwords for different services
Change regularly

Think toothbrush!

http://vimeo.com/3546084 %



http://vimeo.com/3546084

How to remember so many passwords

e Consider
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Additional Verification

* Available on Googlemail (called 2-step)

— Sends a text to your mobile or uses a smartphone app

Go fgle accounts

E 2-step verification is ON for tony@tonybrett org.uk.

You're currently signing in to this account with a password and a verification code.  Turn off 2-step verification

Problems with your phone, email, or ot
How to receive codes
Mobile application " Android Remaove/Replace (2
Backup phone number " 07774 283994 Edit - Remove (2
intable backup codes Show backup codes (2

g If your phone is unavailakble, these codes will be the only way to sign in to your account. Keep
them someplace sccessible, like your wallet,

Application-specific passwords

Some applications that access your Google Account from your phone, desktop, or other devices {like mobile Manage application-specific passwords
Gmail, desktop Picasa, or AdWords Editor) cannot ask for verification codes.

To use these applications, you'll need to enter an applicati pecificp inthe p field instead
of your account password. Learn more

Advanced
Clear the phone info and printable codes Clear settings

* Similar on other mail providers, facebook,
dropbox etc.

e |Jse jt!



What about “cloud” services

Can be extremely useful and safe
Think about what you are storing

Especially useful with mobile devices (particuarly
iPads and the like)

Where is your data? D you know? Data Protection?

Good, but not official Oxford, advice from
http://www.unimelb.edu.au/infostrategy/policies/docs/dropbox.pdf

Check the policy of your own College/department

»« Dropbox L £& SkyDrive

Google Drive


http://www.unimelb.edu.au/infostrategy/policies/docs/dropbox.pdf

Secure your Browser

Make sure you can see the padlock before you
put any personal details in

Make sure the site is the site you think it is
If in doubt don’t do it!

Close your browser after doing secure online
transactions



How to tell (Firefox)

W Barclays Online Banking - Login Step 1 o...l + |

W GEGE g https:/fibank.barclays.co.uk/olb/w/LoginMember.do

Maobile Site

% BARCLAYS

You are here:  Barclays secure online banking login

Barclays secure online banking



How to tell (Internet Explorer)

Y .
|\~ ._./ll " * https://ibank.barclays.co.uk/olb/w/LoginMember.do D~ & * Barclays Online Bankine
Mohbile Site A

% BARCLAYS

You are here:  Barclays secure online banking login

Barclays secure online banking



Cookies

Little bits of data that hold information about
you and send them back to web sites

Keep track of online transactions

Set your browser to warn you about persistent
cookies

Session cookies generally OK and often
essential

You might not be as anonymous as you think!

Deleting them all on exit is best security but
does mean you have to re-type things.



Have Firefox auto-cleanup

General Tabs Content  Applications = Privacy  Security  Advanced

History

Eirefox will: [ Use customn settings for history = l

[ Autornatically start Firefox in a private browsing session

Remernber my browsing history for at least o0~ days

[] Remember download history
[T Remember search and form history

Accept cookies from sites
Accept third-party cookies

Keep until: | they expire - ]

Cllar histery when Firefox closes

Location Bar

Show Cookies..,

When using the location bar, suggest: l History and Bockmarks - ]

- ™
Settings for Clearing Histo_ g

When I quit Firefox, it should autornatically clear all:

History

Eﬂrowsing History

| ok

| [ cancet | [ Help

Download History

Form & Search History

Data
Saved Passwords
Site Preferences

Cookies
Active Logins
Cache

[T] Offline Website Data

OK

| | cancel || Hep




Have Safari auto-cleanup cookies

&, Privacy

EN 7R S IR ess N

General Appearance Bookmarks Tabs  RSS  AutoFill Security

Extensions Advanced

P

Privacy

Cookies and other website data: :i Remove All Website Data... :

27 websites stored cookies or other data ( Details. .. x‘.

Block cookies: ) From third parties and advertisers
) Always
) Never

Limit website access to location services: (#) Prompt for each website once each day
O Prompt for each website one time only
() Deny without prompting @




Clean up Internet Explorer

ey (e

General |5eu.|ri1:5-' I Privacy I Content | Connections | Programs | Aduanced|

| General | Security I Privacy I Content | Connections | Programs | Advanced l

Home page
l/} To create home page tabs, type each address on its own line,
= |

Settings

I security []
https://sharepoint.nexus.ox.ac.uk/ o [ allow active content from CDs to run on My Computer®
[T allow active content to run in files on My Computer®

[T allow software to run or install even if the signature is inwvi
[7] Block unsecured images with other mixed content

Chedk for publisher’s certificate revocation

[ Use current H se default ” Lse blank ]

Browsing history Chedk for server certificate revocation™®
Check for signat

1 Bretebatemporary files, history, cookies, saved passwords, |
7 and web fohg information.

sing history on exit

Delete. .. Settings s
(\[ ] Enable native XMLHTTF support il
Search i [¥] Enable SmartScreen Filter (=

\/
: | Change search defaults. € i | b i

*Takes effect after you restart Internet Explorer

Tabs [ Restore advanced settings ] 1
—] . Chbange how webpages are displayed in Settings Reset Internet Explorer settings
tabs.
— Resets Internet Explorer's settings to their default
Appearance | condition. — I
[ Colors ] [ Languages ] [ Fonts ] [ Accessibiity ] You should only use this if your browser is in an unusable state,

| ok || cancel || apply | | ok || cancel || apply |




Popup Blockers & Ad Blockers

Firefox and Internet Explorer can both block
popups — use it!

Some sites require popups SO you can enable
on a per-site basis

Ad blockers are not standard

Adblock Plus is really good in Firefox &
Chrome



Social Networks — Facebook,

LinkedIn etc.
Great innovations

Frameworks for many uses, not only social
BUT can be a fraudster’s paradise

These sites can’t reveal stuff you don’t tell
them

Make sure privacy is set sensibly

Be careful of random “friends” you don’t
actually know

Learn how security and privacy works



fECEhuuk Search for people, places and things Q [1 1 Tony Brett Home @&z

] - -

" General Privacy Settings and Tools
& security

Who can see my stuff? Who can see your future posts? Friends Edit
IE Privacy
K] Timeline and Tagging Review all your posts and things you're tagged in se Activity Log
o Blocking

Limit the audience for posts you've shared with friends of Limit Past Posts

friends ar Public?
@ Motifications

Mobile Who can look me up? Who can look you up using the email address or phone Friends of friends Edit
Followers number you provided?

Do you want other search engines to link to your Off Edit
@ Apps Timeline?
ﬁ] Adverts
Payments . i i i
& Gifts Timeline and Tagging Settings
@ Support Dashboard
Who can add things to my Whao can post on your timeline? Friends Edit
timeline?
Review posts friends tag you in before they appear on off Edit
your timeline?
Who can see things on my Review what other people see on your timeline View As
timeline?
Who can see posts you've been tagaed in on your Friends Edit
timeline?
Whao can see what others post on your timeline? Friends Edit
How can I manage tags Review tags people add to your own posts before the off Edit
people add and tagaging tags appear on Facebook?
suggestions?
When you're tagged in a post, who do you want to add Friends Edit

to the audience if they aren't already in it?

Who sees tag suggestions when photos that look like you  Unawvailable
are uploaded? (this is not yet available to you)




Be careful what you show and say!

Some things might embarrass you later
You will be applying for jobs one day
Be careful not to libel or defame others

— Especially on Twitter

Once things are online they are there for life

— Even if you delete them there will be cached and
archived versions

My rule of thumb: Consider whether you’d
want your mother to see it!



A handy (light hearted) guide!

Where should you post your status?

Do you want anyone mp | Is it business? ' e | |s it personal?
to actually see it? —I—I— 1
1 l Yes Yes

i P

=P | Are you in a bar?
1 1 Would it be awkward to Would it be awkward to

explain to your boss? explain to your parents?

Yes I
l ‘ Are you addicted
| Yes No w==p to “Likes”?

e Is it boring? 1

) 24 w K3 &2

Google Plus Foursquare Don’t post it! Linkedin Facebook Twitter




Twitter & Facebook Spam &
Phishing

* Watch out for new followers who are following
lots of people but have few followers

* Watch out for links in tweets — you don’t know
where they go

e “Stranded in a foreign city” scams are becoming
more common

— know lots about you from your facebook friends

— You never know who they are until you actually speak
to them

— Ring them back on a number they give you



Data is valuable

Fraudsters can guess bank passcodes etc. If
you give lots of info about yourself on social
networking sites

“Friends Reunited” can also provide useful
information

“...1s 40 today” Il
Be careful with:

DOB, NI number, mother’s maiden name, home
address, previous address, employer, birthplace,
school details



Wikis & Blogs

 Same rules apply
* Be careful about saying you’re on holiday
— (even just implying it with photos)

e Remember people can build up a profile of
you to steal your ID



Common Sense
If someone saying they are official rings you...

— Have you verified them?
— They would verify you if you rang them!

Use good passwords
Anti-Virus, Firewall, Anti-Spam
Get a shredder

Check your credit records with the agencies

— Text alerts from banks and credit card companies
are good

Don’t leave dormant accounts lying around
— They could be stolen without you knowing



Summary

Be careful, suspicious and cynical

Don’t trust people too easily

Don’t do anything you are unsure about - ASK
Ring people back on a number you look up
Check identity if at all unsure

Be careful what you say and share

Challenge anything you are unclear about

Be careful with links in emails

Use strong and different passwords and change
them regularly — consider a password manager

Keep your antivirus and web browsers up to date




Questions?
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